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Abstract 
 

This research paper suggests that augmented reality/virtual reality (AR/VR) can improve 

security by reducing insider threat risk and introducing efficiencies in the background 

investigation security clearance processes. Insider threats may refer to classified information 

leaks, such as those by Private Manning and Edward Snowden, or physical attacks similar to that 

of the Washington Navy Yard in 2013. The background security clearance process is partially 

designed to evaluate whether individuals are trustworthy, and the amount of information and 

interviews involved in the processes of evaluating someone for a clearance inevitably introduces 

backlogs spanning months and years. VR technology originally dates from the 1960s and new 

developments in both software and hardware have transformed the field. In fact, VR and related 

technologies are poised to generate a significant leap forward in security professional efficiency 

by combining VR with basic human psychology and biological indicators to evaluate 

trustworthiness when determining who may represent an insider threat and who should be 

granted a clearance. Additionally, AR/VR offers multiple levels of training opportunities for the 

incoming security professional, the seasoned professional, and the individuals entrusted with 

national security information. The technology also offers a significant return on investment 

because commercially available equipment is relatively inexpensive and, if widely implemented, 

using the technology may generate immediate savings in travel costs, manpower, and a dramatic 

decline in backlogs. Challenges include the predictable concerns with defeating or tricking a 

system, system security, data integrity, and professional acceptance. 
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Introduction 

This research paper uses a qualitative approach to argue that augmented reality/virtual 

reality (AR/VR) can improve security by reducing insider threat risk and improving security 

professional efficiency in background investigation security clearance processes. The current 

Department of Defense and Headquarters United States Air Force requirements to implement 

insider threat mitigation and find solutions for security clearance delays are not mutually 

exclusive challenges. New research on trustworthiness indicators suggest the need to reevaluate 

existing risk models for both insider threats and the security clearance process.1. Based on this 

new research, VR has potential to provide an avenue to dramatically change how the United 

States identifies insider threats, grants clearances, educates, and trains about national security. 

Potential returns on investment stretch beyond the millions of dollars spent on manpower to the 

fundamental point of securing the nation’s secrets.  

Surmounting the aforementioned challenges includes formulating a risk model that 

focuses efforts on those who are not as trustworthy as others and concentrating immersive 

training on reinforcing positive behavior to mitigate insider threat potential coupled with 

improving overall security professional effectiveness.  

While the term “insider threat” generally has broader understanding in the information 

technology (IT) world, it holds a particular place of interest in the United States government as it 

relates to damage that can be caused by personnel trusted with access to controlled, sensitive, 

and national security information. Insider threats may refer to classified information leaks, such 

as those by Private Manning and Edward Snowden, or physical attacks similar to that of the 

Washington Navy Yard in 2013. Security professionals hold a wide range of positions, from a 

weapon-carrying guard charged with physical security, to the personal data-driven investigator 
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charged with personnel security, to the information-holders charged with information security. 

Of the many strands in the security profession, the focus here is on two aspects: insider threats to 

national security information, and security professionals concerned with personnel security.  

This paper is divided into sections that establish a common understanding of the insider 

threat problem, explain the fundamental process of background investigations for security 

clearances and costs, and review the history of AR/VR including the technology’s professional 

applications. Then the potential intersections of AR/VR with insider threat and security 

clearances are explored and how those, in turn, can produce efficiencies in training within the 

security profession. Training possibilities are explored for the incoming security professional, the 

seasoned professional, and the individuals who are required to protect information. Finally, 

recommendations for implementing the technology in the security profession are discussed, as 

well as an examination of the challenges of using this technology as a form of polygraph in 

determining trustworthiness. 

Insider Threat 

The insider threat risk gained much attention after the dramatic world-wide unauthorized 

information release by Private First Class Bradley (now private citizen Chelsea) Manning to the 

online organization WikiLeaks. As a result of the significant loss of information control the 

President signed Executive Order (EO) 13587 and released a Fact Sheet related to improving the 

way agencies guard against and handle insider threats. The EO established additional criteria for 

appropriately safeguarding and sharing information on classified networks and established the 

National Insider Threat Task Force (NITTF).2  

Further calls for insider threat reform after EO 13587 were followed by the shooting at 

the Washington Navy Yard (WNY), DC, as well as additional unauthorized information releases 
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by Edward Snowden. The United States Congress held multiple hearings on insider threats and 

what actions federal agencies were taking to mitigate dangers presented by these different insider 

threat situations. There was particular concern when it was revealed in the after-action review of 

the Edward Snowden incident that his security clearance background investigation was 

incomplete, yet it did not prevent his final clearance from being granted.3 More questions 

followed concerns regarding how the WNY shooter could have undisclosed felony weapons 

charges and still manage to obtain a clearance.4 

Others have criticized the United States for waiting for attackers to strike instead of 

taking proactive measures to prevent attacks. One insider threat expert, Gary Jackson, said, 

“[p]redictive, proactive security is the answer…” and that the United States must “…combine 

computer science with psychology to get at the root of the problem, not just treat the symptom.”5 

He went on to indicate that applied behavior analysis recognizes that behavior change, “…occurs 

in response to preceding events and situations we call antecedents and is encouraged to occur or 

not occur by the consequences of the behavior that immediately follow.”6 He summarizes this 

concept as, “[p]rediction of behavior is based on the underlying antecedents and consequences 

associated with past behavior.”7 Jackson went on to partner with the Air Force Research Lab 

(AFRL) in creating a predictive system for networked use as well as initiating similar 

experiments for VR which will be discussed below.  

Additionally, the NITTF has been very active and released the Insider Threat Program 

Maturity Framework, on November 1, 2018, to aid agency programs in moving beyond the 

initial standards stemming from EO 13587. The Maturity Framework document recognized that, 

“[t]he insider threat is a dynamic problem set, requiring resilient and adaptable programs to 

address an evolving threat landscape, advances in technology, and organizational change.”8 
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Professionals also generally agree that, “…insider threats remain statistically rare, making them 

more difficult to analyze, defend against, or anticipate.”9 The insider threat remains a significant 

issue for the United States government, and the language in the Maturity Framework document 

is an acknowledgement that, despite presidential administration changes, ongoing broad concerns 

about insider threats remain. 

Background Investigations 

One mechanism that has long been in place to prevent some incoming insider threats is 

the security clearance process. Security clearance background investigations are partly designed 

to determine the trustworthiness of individuals and whether they can be trusted with information 

that is classified in the interests of national security.10 Trustworthiness is defined here as, “…the 

propensity to fulfill another’s positive implicit or explicit expectations regarding a particular 

action.”11 Unfortunately, many people find themselves awaiting completion of some portion of 

the background clearance investigation processes. In 2016, the number of personnel working 

with classified information and outside the period their clearances were to be updated was 

374,000.12 While that may seem like a large number of people waiting for updates, the number is 

a fraction of the overall number of clearance-holders. In her 2013 testimony, Government 

Accountability Office (GAO) employee Brenda Farrell indicated that 4.9 million personnel held, 

or were eligible to hold, clearances.13 Part of the reform associated with insider threat is a 

reduction in the levels and overall numbers of clearances and as of October 2017, the number 

had been reduced to just over four million personnel holding clearances.14 Despite the 

reductions, over 700,000 cases awaited completion of some portion of the process in September 

2017, which precipitated GAO adding security clearances back on to the United States 
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government high-risk list.15 The high-risk list is a representation of areas of material weakness to 

the government that require mitigation either through more resources or reform.16  

Furthermore, a large segment of the cleared population is within the Department of 

Defense (DoD) and Farrell also indicated that, “…DoD spent $787 million on suitability and 

security clearance background investigations in fiscal year 2011.”17 Another consideration is that 

as of 2016 the background investigation security clearance process for 75,000 new top secret 

clearances was taking an average of 200 days each to process from initiation to adjudication.18 

The total actual cost of the time elapsed to grant clearances is undetermined because personnel 

hired for positions requiring this level of clearance cannot do that work until the clearance is 

granted. Personnel in this situation may find themselves doing work incongruent with position 

requirements or decide to find another position. There were also over 150,000 clearances 

requiring periodic updates in 2016 and those each took an average of over 220 days.19 At least 

personnel awaiting updates can generally continue doing the work in their own offices, but they 

may not be able to work with other offices because their clearance is technically out of scope. 

The high-level overview of the background investigation process includes the candidate 

filling out the standard form 86 (SF-86), which can run over 100 pages in length, and 

electronically submitting it to an office that checks for completeness and then assigns the case to 

an investigator. The investigator reviews the SF-86, executes public information checks, engages 

in discussion with the person requiring a clearance, interviews the person’s family, co-workers, 

and other character witnesses, and follows up on other leads generated during those discussions. 

The investigator writes the report and submits it for a completion check and then another security 

professional reviews the case and adjudicates whether the individual can be granted the 

clearance. If granted a clearance, the candidate then meets with their local security officer to 
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complete the non-disclosure agreement acknowledging granting of the clearance and associated 

responsibilities that come with the clearance approval.  

The time it takes an investigator to complete a report on an individual depends on how 

much the individual has moved around, traveled and/or acquired interests in real estate, the stock 

market or businesses. Time to completion also depends on whether the candidate’s associates to 

be interviewed are physically local to the investigator’s area or are passed to other investigators 

for contact. The more complicated a person’s background, the more time it takes to execute the 

process because it involves human-driven methods to check information, verify authenticity, and 

establish connections required for finalizing reporting. Ultimately, as Gregory Marshall, Chief 

Security Officer, Department of Homeland Security said in his congressional testimony, “[a] 

background investigation is an exercise in risk management establishing some basic facts, but 

cannot guarantee any individual's continuing fitness to carry out their duties or to behave in a 

lawful or safe manner.”20 Moreover, Gary Jackson, an insider threat expert, indicates that, 

“[p]rediction of human behavior must begin with the basic understanding of human behavior – 

not statistics.”21 He completes that thought with two significant statements about insider threat, 

the first is that, “The key to espionage is deception and hiding.”22 The second statement is that, 

“Knowledge of behaviors requiring both expertise and deception can assist in the identification 

of an individual engaging in this type of theft.”23 The background clearance investigation is 

designed to unearth deception or attempts to hide information and thereby reduce risk to the 

government in sharing sensitive information, but the insider threat problem persists throughout 

an individual’s career. 

Nevertheless, holding a security clearance is not the only prerequisite to someone being 

an insider threat. In a report on espionage, the Defense Personnel and Security Research Center 
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(PERSEREC) indicated that between the periods of 1947-1979 and 1990-2007, of all espionage 

convictions, those of non-clearance holders increased from 20% to 37% during that time.24 The 

same report indicates that, “[o]ne analysis argues that opportunity, conception, motive, lack of 

internal constraints, and ineffective external constraints are the necessary dimensions to commit 

espionage.”25 PERSERECs work in this arena continues to expand in both classified and 

unclassified reporting.26 While it is in the interest of the United States to reduce insider threat,  

the fact that it remains high means more measures are required. This is an area where AR/VR 

may provide another tool facilitating more effective external constraints. 

Augmented Reality and Virtual Reality 

VR/AR started in the 1960s with Ivan Sutherland creating the “Sword of Damocles” 

prototype and the subsequent National Aeronautics and Space Administration (NASA) work 

which augmented reality with three-dimensional (3D) graphics as seen through a head mounted 

display (HMD) suspended from the ceiling.27 Technology has progressed significantly since then 

and advanced to the point where multiple vendors now offer AR handheld devices, AR HMDs, 

and VR HMDs. These devices support excellent visual and auditory interaction. Anyone using a 

smartphone has access to applications supporting AR. A quick search for “augmented reality” 

will return applications for using the phone’s camera, recording, and Global Positioning System 

(GPS) features. These AR applications have a broad range of unique capabilities that enable 

measuring things in real life, seeing what different paint colors look like on walls and how 

furniture will look like in personal spaces, stargazing using GPS to identify stars versus satellites 

based on the device’s location, accessing additional features which appear to make real-life 

books, wine bottles, golf holes and any number of other things become 3D and interactive.28 
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However, VR is an entirely different experience than that of AR. The immersive quality 

of VR makes the experience seem real to the mind. The sense of presence, or having a real 

experience in the VR world in comparison to watching something on television, was described 

by students in one fear-based experiment as being unable to, “…accept how one could possibly 

experience the same feelings with ‘just a screen.’”29 Peter Rubin describes it as, “[w]hen VR is 

working well, your physical senses tell your brain that you’re really experiencing the thing 

you’re virtually experiencing, and your brain prompts your body to respond in kind. That’s 

presence.”30 While the often-used aphorism that “a picture is worth a thousand words” is one 

with which most are familiar, it is exponentially true in VR with a quality HMD designed for and 

specifically dedicated to VR. The nature of VR allows people to become immersed in the 

experience in ways they do not with simple computer or television two-dimensional viewing. In 

fact, Jeremy Bailenson indicates from projects at his Stanford University research lab that, “VR 

feels real, and its effects on us resemble the effects of real experiences. Consequently, a VR 

experience is often better understood not as a media experience, but as an actual experience, 

with the attendant results for our behavior.”31 Despite some experiences not replicating a phot-

realistic environment, the brain fills in visual gaps and the immersive nature of VR results in the 

mind focusing on the sense of presence, or being, in another place. It is this aspect that led Gary 

Jackson to explore the use of VR in understanding insider threats. 

Professional Applications for AR/VR 

At the Air Force Research Lab, Jackson developed an experiment to see whether real-

world (RW) characteristics of participants could be predicted based on their behavior and 

characteristics in the virtual world (VW).32 The participants in the VW use avatars, or digital 

representations of themselves, to participate in the experience. Sometimes avatars resemble 
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humans, robots, or other imaginative digital images such as dinosaurs or objects. Jackson set up 

the test using the same theories used in the system for networked computers for finding insider 

threats. His team determined, “…that accurate predictors of RW person characteristics could be 

identified in the VW.”33 They also determined that, “[o]nce identified, the VW predictors can be 

used to determine characteristics of those who operate the avatars without any knowledge of the 

real-world person.”34 The personal characteristics used in Jackson’s test are in the Neuroticism-

Extraversion-Openness (NEO) Inventory, one of the five-factor personality assessments which 

provides insight into personality structures. 

There are also a number of standalone HMDs on the commercial market that require 

wireless internet access but do not require a connection to a computer or a smartphone, though 

they have limited capabilities and hours of run-times between charges.35 The standalone 

wireless-only HMD experiences, as of this writing, also cannot support as much graphics-

intensive interaction because they lack the necessary graphics card processing capacity to deliver 

more in-depth experiences. Longer and more graphics-intensive experiences without battery 

limitations are available through HMDs connected to a laptop or desktop computer, although the 

rate at which technology is improving may lead to wireless experiences quickly imitating wired 

ones.  

Another significant development in the field of VR/AR is that equipment has reached 

sufficient maturity level to facilitate reliable physiological information-gathering. Eye-tracking 

information can be gathered using HMDs and there are non-intrusive heart-rate monitors that can 

be added for simultaneous data-gathering.36 Eye-tracking facilitates an understanding of what a 

user is allowing their gaze to rest on while the heart rate monitoring provides an expanded 

understanding of the body’s reaction to stimuli. VR/AR applications vary from simplistic to 
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extremely complex and VR applications are highly immersive due to the HMD directing focus to 

the sights and sounds delivered by the experience. In fact, “[a]pplications with gaze control in 

this field include the use of fixation on a particular item to facilitate selection, the use of gaze to 

infer intention.”37 For centuries, two and three-dimensional artists have used color and other 

techniques to draw the eye to particular elements of their work. Yet, research is now 

demonstrating that VR allows for data collection that is, “…intimate and revealing: unlike 

speech, nonverbal behavior is automatic, a direct pipeline to our mental states, emotions, and 

identities.”38 Xuezhong Wang and Brent Winslow further indicate that, “[i]t is reasonable to 

expect that insights with regard to underlying cognitive load will be obtained by investigating 

eye movements and patterns.”39 For instance, James Bliss et al. indicate that, “[r]esearch has 

shown that pupil diameter varies according to changes in task demands with a range of 

cognitively based actions that index perception, reasoning, and memory.”40 This information 

combined with heart rate data can be evaluated to more impartially judge the feedback from 

decision-making scenarios. 

Existing Professional Applications with Potential for Adding to VR 

Eye-tracking and heart-rate monitoring are only two aspects of revealing physiological 

information that can be gathered with portable systems. Electroencephalography (EEG) and 

electrodermal conductance, otherwise known as galvanic skin response (GSR), sensors are now 

available in small, portable formats that are candidates for incorporation into HMD and handset 

systems. EEG information is used for capturing responses to presented stimulus and registering 

detection, such as hit, miss, and false alarm.41 There is a small, EEG monitoring lightweight 

headset available on the open market at the time of this writing that uses Bluetooth to 

communicate with a computer and does not require   unwieldy attachments to the user’s skin or 
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scalp like most EEG monitors.42 Another company, building on the technology used to support a 

brain scanner-driven voice Stephen Hawking tested towards the end of his life, has already added 

their EEG monitors to an existent HMD and are actively researching how, “…user interfaces can 

be designed for VR that function as a natural extension of brain activity.”43  

GSR, uses sensors to measure skin conductance levels allowing measurements of 

cognition, attention, emotion, engagement, anxiety, and stress.44 This is the technology most 

commonly used in supporting polygraph machines. There is a small, lightweight GSR kit that 

uses a variety of connected or wireless methods for communicating with a computer and is 

available on the open market at time of writing.45 Since the GSR uses measurements from the 

finger area closest to the hand, the sensors could potentially be added onto or embedded into the 

handset(s) used for controlling actions while wearing an HMD. Both of the EEG and GSR 

products are small, lightweight and unobtrusive enough to incorporate into existing equipment 

for facilitating this kind of physiological data-gathering. 

Furthermore, adding these types of data collection tools permits clearer understanding 

into the individuals using them. Bailenson indicates that his research lab at Stanford University 

has collected enough data that, “[t]his work has allowed us to see the behavioral ‘tells’ that 

predict mistakes on factory floors, or bad driving behavior, or even when someone is intrigued 

by a product during online shopping.”46 James Bliss also states that advances in both technology 

and research provides, “…the ability for researchers to use psychophysiological baseline data to 

predict individuals’ performance in areas such as task functional state, task performance, 

workload, adaptability, accuracy, and anxiety…” and that this allows them to “…predict future 

performance…”47 Another key aspect is that, “Augmented cognition design and evaluation 

techniques, in comparison, use sensors to capture data on a continual basis, do not interrupt an 
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interaction with a VE [Virtual Environment] during task performance, can be captured without 

conscious awareness, and are objective measures of human cognitive and affective states.”48 

VR and Insider Threat Intersection 

Given that these types of measurements can provide insight into a person’s state of mind, 

if properly calibrated and measured together, data-collection from VR decision-making scenarios 

could lead to an ability to physiologically measure trustworthiness. From the previous definition 

of trustworthiness, it can be derived that, “…being trustworthy requires recognizing that another 

party has expectations, and feeling responsible for fulfilling those expectations.”49 VR affords 

the opportunity to see oneself with an identity as a person inside the immersive experience, 

which causes people to act as they would in real life even though they are in a simulation or 

artificial world. Researcher Sandra Calvert indicates that, “[o]verall, people’s actions in VEs 

[Virtual Environments] parallel what they do in real environments, in part because they bring an 

ongoing thread of who they are to all experiences.”50  

Since individuals have difficulty separating their real self from their virtual self, one 

approach to measure trustworthiness is to examine an individual’s indicators in a virtual 

experience. Guilt-proneness is observed as, “…individual differences in the extent to which 

people anticipate feeling guilty about wrong-doing…”51 In fact, the researchers making the 

statement regarding guilt-proneness indicate that, “…guilt-proneness is a better predictor of 

trustworthiness than the Big Five [neuroticism, extraversion, openness, conscientiousness, and 

agreeableness] personality traits…”52 Choose-your-own-adventure style immersion experiences 

could be constructed to incorporate modules that gauge individual guilt-proneness. Since 

Jackson’s prediction methods for insider threat seem to be successful and are based on the NEO 
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Inventory, incorporating a measurement of guilt-proneness in order to reach a metric for 

trustworthiness is a logical next step. 

A trustworthiness model similar to the structured models for credit scores could be used 

to group individuals into a tiered scale depicting those most likely to violate trust to those most 

likely to uphold trust. A range of investigatory tools, options, and training could be applied 

against each tier to produce the most efficiency for the subject matter expert (SME) tasked with 

identifying and mitigating potential insider threats. Individual results demonstrating lower levels 

of trustworthiness could be flagged for a series of follow-up actions. For instance, registers for 

low levels of trustworthiness could be tiered against insider threat triggers and a range of 

scrutinization or different re-training opportunities applied to mitigate risk from correctable 

individual behaviors.  

Beyond measuring trustworthiness, if insider threat expert Jackson is right about future 

behavior prediction, then re-training inside VR might be another avenue for effectively 

emphasizing consequences. He concluded his thoughts about behavior with the following 

statement: “[t]he prediction of future behavior is the result of identifying the precursor 

antecedents that set the stage for the behavior to occur and the consequences of the behavior that 

determine if behavior will increase or decrease in the future.”53 VR training that includes positive 

outcomes from correct choices and negative outcomes from incorrect choices can combine an 

experience the mind treats as real with associated consequences supporting future behavior 

predictions of desired results. It will be important for training to remain in conformance with 

existing and new regulations which are derived from the constitutionally-enumerated rights of 

American citizens. 
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VR and Background Investigation Intersection 

If appropriately associated with calibrated rubrics and tested sufficiently for reliability, 

trustworthiness could be used for insider threat mitigation and as a tool for clearance processing. 

By ranking individuals based on their trustworthiness, security professionals could focus their 

scrutiny on those on the lower end of the spectrum who represent the greatest risk to the 

enterprise. This would free security professionals from expending significant resources on 

individuals who do not represent significant security threats and increase focus on those who do. 

Individual results with higher levels of trustworthiness could also be expedited into the cleared 

workforce and placed into a pool for future randomized re-checks in a similar fashion as 

randomized drug screening is currently conducted. This would allow individuals with high levels 

of trustworthiness to be fully cleared and put to work until a random clearance trustworthiness 

screening determines otherwise. Moreover, this randomization could facilitate many more 

frequent checks while being less expensive than current processes. It would also mitigate the 

Defense Personnel and Security Research Center’s concerns about the observation that espionage 

offenders experienced ineffective external constraints. 

VR and SME Training 

Another key, relatively quick implementation aspect of VR/AR is that it presents a 

significant opportunity for SME training improvement. These improvements could be achieved 

by using VR because it would enable training from anywhere in the world without the need for 

travel, provide a safe environment for repetition of high-risk learning, and achieve cost and 

organizational efficiencies without diminishing the quality of training. Bailenson indicates that, 

“Study after study has shown the experiences that people have in VR have an impact on them. 

Their behaviors can change, and these changes don’t disappear right away.”54 This means that 



 

 15 

training in a VR environment is equivalent to training in the real world, but the technology can 

increase the return on investment in both the instruction and practice elements of the learning 

environment. Admiral Christopher Grady agrees. In his capacity as the Commander of U.S. Fleet 

Forces Command, he delivered the keynote address to the Interservice/Industry Training, 

Simulation and Education Conference in November 2018, and said of AR/VR: “…it is training 

that sticks….”55 

Using VR for instruction would allow the instructor and students to be located anywhere 

in the world with the appropriate electricity, internet access, and equipment. The location-

independent nature of training facilitates learning with the foremost expert available during the 

instructional period. Neither the educator nor the student would need to physically travel to 

conduct the training. The sense of presence generated by human-like avatars in VR space allows 

students who are geographically separated to feel like they are co-present in the same place. The 

mind registers the avatars as fellow students or instructors and the ear hears their voices as 

clearly as any direct telephone or recording system replicates the human voice. The classroom 

setting can be generated by any multi-user co-presence platform, and there are many such 

applications on the open market, including one specifically designed for federal IT security 

controls.56 There are platforms that offer virtual spaces that are more familiar to the formal 

learning environment such as a traditional lecture hall, an auditorium, a classroom, or a school 

where students sit in the chairs while the instructor stands at the lectern or chalkboard. There are 

also spaces provided by these co-presence platforms that resemble atypical learning settings to 

include holding class by the lake, outside at the beach, in an outdoor movie area, or in a museum. 

The meeting space can be as creative as desired and can be created specifically to facilitate the 

kind of learning necessary to the skill being taught. 
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Veracity of Training in VR 

In addition to the practicalities of remote learning, there is much academic research on 

learning theories and educational knowledge transference in AR/VR, which is a key 

understanding in the application to high-risk learning. One of the reasons is that, “[i]t requires 

interaction and encourages active participation rather than passivity.”57 Jorge Bacca et al., 

focused on an AR tool for vocational education and looked at John M. Keller’s ARCS model of 

motivational learning theory: Attention, Relevance, Confidence, and Satisfaction (ARCS). They 

found that, “[t]wo of the most relevant advantages of AR applications in education are: increased 

learning outcomes and increased motivation.”58 They were concerned that their sample size was 

too small, but the AR application they developed supported a vocational learning environment 

that had particular required steps for completing projects. While security professional training is 

not as technically scaled, it does require certain steps in assembling a picture of someone’s 

suitability for a security clearance for the adjudicator to render a sound decision. 

AR/VR also, “…allows a learner to learn by doing, a constructivist approach.”59 Learning 

gained from doing something connects learning with activity. The constructivist learning theory 

supports learning, “…authentic tasks that contextualize rather than providing abstract 

instruction…” and allows “…real world, case-based learning environments, rather than 

predetermined instructional sequences.”60 Since the VR world is so immersive and the mind 

treats experiences as real, VR also creates a safe space for experimentation without negative 

results for high-risk training scenarios. For instance, in the medical community, nurses practicing 

venipuncture, or intravenous blood sample collection, may cause their human test subjects a 

great deal of pain whereas, practice in a VR hospital setting on an avatar will facilitate good 

habit-learning without subjecting a human to painful repetitions. Other training areas such as 
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learning to pilot an aircraft, learning good safety precautions on a construction site, practicing 

psychological counseling, or good supervisory counseling techniques benefit from limitless 

numbers of practice attempts which do not cause personal harm to students or test subjects.  

Bloom’s Taxonomy introduced the concept that learning builds upon itself and facilitates 

particular focus to, “…consider what the learner can do as a result of the instruction.”61 The 

background security professional’s development mirrors both constructivism and Bloom’s 

Taxonomy very well, and in fact the community generally considers the most skillful 

investigators as the ones that have the most experience. Those experts can facilitate learning by 

novices through the concept that, “…application of new knowledge using a MUVE [Multi-User 

Virtual Environment] platform requires the learner to compare simulated situations to real-life 

situations and vice versa. Applying the concept in this manner allows the learner to reflect on its 

veracity and utility.”62 Currently, background investigator experience is obtained through 

computer and classroom learning, role-playing and practice on live subjects. Training through 

AR/VR applications has the potential to facilitate experience-acquisition on a more rapid scale. 

Practicing through AR or VR could allow significantly more practice sessions in a “safe to fail” 

environment through use of computer-generated subjects or scenarios.  

Return on Investment 

Moreover, new investigators could practice interview techniques in VR scenarios for as 

long as necessary to gain the appropriate skills and instincts required to succeed in background 

investigatory work. Applications built with artificial characters can be programmed to interact 

with the trainee much like a human role-player. Likewise, the VR character can be tested for as 

long as the trainee needs the practice and rather than a one-to-one ratio as with live role-players, 

once created, artificial characters can be replicated as many times as there are trainees that need 
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them. Another way of ensuring positive professional growth for real-world face-to-face 

interviewing techniques is if new investigators wore AR HMDs for their trial period. SMEs 

could then monitor more than one investigator at a time while correcting errors, suggesting 

modifications, and generally prompting the new investigator to mirror effective habits of the 

SME. AR/VR could also be used by investigators’ supervisors to verify work quality against 

triggers established in the system. Actions or physiological responses that should precipitate 

investigator behavior or line of questioning changes could be flagged for immediate correction. 

Alternatively, a randomized process could facilitate unobtrusive quality assurance AR/VR drop-

ins by supervisors. Data-gathering could be automated on work completed in AR/VR to ensure 

that investigators are reaching appropriate metrics accomplishments.  

While AR/VR represents yet another tool for security personnel to learn, it also has 

potential to be a powerful tool that introduces efficiency. A simple VR “kit” costs less than 

$2,000 at the time of this writing. A kit consists of commercial, off-the-shelf equipment 

including an HMD, peripherals, and a suitably equipped laptop. This investment is minimal in 

comparison to the cost for new investigators, SMEs and other support professionals to engage in 

live training which often necessitates travel outside of home areas. If AR/VR is used to transform 

background investigator training, then perhaps issuing a kit to each investigator would be a way 

to reduce training and ongoing professional development costs and simultaneously improve 

quality. Another consideration for using AR/VR is its potential as a useful tool for promoting 

cohesion within the security profession itself. Personnel could have round-table events, training 

refreshers, even conferences with SMEs and guest speakers in VR. The professionals scattered 

around the world would be able to come together on a regular basis for socialization and 
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professional development without the difficulties and expense of international or far-flung 

domestic travel. 

Another cost-saving measure could be achieved if VR integrated with physiological 

metrics-gathering becomes the preferred way of conducting initial candidate screenings. The 

clearance seeker could go through the decision-making scenario to determine their 

trustworthiness, and those candidates who fell below appropriate trustworthiness indicators could 

use the kit for follow up meetings with the background investigator. Neither person would be 

inconvenienced by traffic or multiple trips to meet in person in order to accomplish the 

requirements. Interviews done this way could reduce the overall amount of time a background 

investigator spends traveling for interviews, handing off/picking up interview cases completed 

by personnel located elsewhere, and asking multiple questions about the same thing solely to 

ascertain interviewee truthfulness.  

Challenges of Developing and Implementing VR as a Trustworthiness Tool 

VR can provide tools and solutions to the insider threats and the background 

investigation process problems, however, like any solution VR is not a panacea. VR technologies 

bring their own limitations and challenges that must be acknowledged and managed. For 

instance, the potential drawbacks of using an AR/VR tool to reach trustworthiness conclusions 

may be similar to those surrounding the use of the polygraph tool. There could be a risk of 

personnel learning how to physiologically beat the tool and trick the system into indicating high 

trustworthiness. Fortunately, AR/VR HMDs can already track eye and hand movement and may 

provide a very reliable measure of otherwise imperceptible reactions. This is an area that requires 

more scientific study, but VR technologies are already demonstrating promise in this area.  
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Scenario-development is another area that represents a potential challenge. New 

scenarios would need to be developed on an ongoing basis; it would be a poor test if the same 

scenario was the only one available every time personnel were subjects for evaluation. However, 

decision-making scenarios require input from insider threat and security professionals as well as 

psychologists before a thorough testing period. The cross-domain collaboration required for 

producing scenarios may reach into very sensitive or classified territory that may make the 

scenario creation process itself sensitive. The ultimate insider threat would be the individuals 

developing the decision-making modules and grading schemes for trustworthiness. 

Notwithstanding, the goal should be for the decision-making scenarios to be accessible through 

unclassified applications, so that kits can be sent into any environment through any shipping 

means. Kit portability is important to reducing background investigator travel and development 

in this area will be required to ensure VR can deliver training at any location and achieve desired 

cost and organizational efficiencies.   

Additional concerns with an AR/VR tool are identity management, system security, and 

integrity. Clear methods have to be established for credentials to access the system as well as 

verification that the correct person is the one actually accessing and working through the 

scenario. Decision-based scenario results must be secure and cannot be replaced or otherwise 

modified by outside actors. Data-integrity is also vital to system reliability and could affect how 

the application is developed. 

The resource implications for AR/VR tools are substantial, but due to how the technology 

has evolved, they are lower than many traditional technological solutions. AR/VR application 

development no longer requires a programming expert and instead can be done by those with the 

right equipment, training, and time. Development. In fact, high school students in Mississippi 
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have access to cutting edge training in AR/VR development which requires skills similar to 

movie production: writer, director, videographer, editor, model-maker, sound technician, actor, a 

code-writer, and production.63 However, specialists in each area are not required as VR 

development tools are currently designed to help manage these areas within a small team of 

developers, most of whom do not need extensive programming experience. Likewise, the same 

VR kit issued for testing or training can, with the addition of a video camera and sound recording 

equipment, be used for application development. Although, more intricate applications are 

typically built on computer systems with greater processing power to enable faster, more 

efficient production.  

A feasibility concern of AR/VR tools is whether there are any restrictions in public law, 

judicial decisions, presidential orders, or agency regulations preventing the use of this 

technology in the security arena. Other areas for consideration are related to privacy and long-

term storage of results. There are specific DoD requirements and elements necessary to factor 

into potential decisions regarding gathering new data from potential employees, active 

employees, and contractors.64 Additionally, if security professionals use AR/VR for conducting 

interviews, reviewing personal information, and gathering more information, then the platforms 

and applications will have to meet IT security requirements for this type of usage as well as any 

privacy and records management requirements. A review of documentation governing insider 

threat and background investigation was completed and nothing was found that actively prevents 

the use of AR/VR tools as described in this paper; however, experts in both fields should be 

consulted before significant resource investment is made toward piloting development. It will be 

very important to establish clear requirements governing design, structure, acquisition, and use 

of such personal information consistent with constitutional rights.  Exploring the legal and 
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associated ramifications of using a polygraph-like AR/VR tool more broadly across the 

government is also an area that requires more consideration. 

The last challenge to address in implementing VR tools is one that plagues all new 

technologies: community adaptation. Security professionals are, understandably, most concerned 

about security. A new system, especially one that could revolutionize insider threat or 

background security clearance investigatory methods, may meet with stiff resistance unless the 

community is involved from the ground-up in development, testing, and deployment. Buy-in is 

critical to potential adoptability, as the United States Air Force has found with its successful 

experiment with VR in high-risk pilot training environments. Furthermore, the success of similar 

experimentation illustrates the potential that test-bed AR/VR programs represent low-cost 

opportunities to begin resolving significant national security challenges.  

Conclusion 

AR/VR has great potential as a tool to reduce the insider threat risk and improve security 

professional efficiency in background investigation security clearance processes. Combining 

existing professional equipment with HMDs and handsets with eye-tracking and other biometric 

sensors can generate a powerful tool for measuring physiological responses to immersion 

scenarios. Combining these technologies in this way could allow the formulation of a risk model 

that focuses SME efforts on those who do not score as trustworthy as others. Using AR/VR tools 

to facilitate immersive training reinforcing positive behavior could mitigate insider threat 

potential and improve security professional effectiveness.  

This paper established a common understanding of the insider threat problem, explained 

the fundamental process of background investigations for security clearances and costs, and 

reviewed the history of AR/VR including the technology’s professional applications. The paper 
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explored the intersections of AR/VR with insider threat and security clearances and how those, 

in turn, could produce efficiencies for training within the security profession. After reviewing 

several recommendations and challenges for implementing the technology in the security 

profession it is recommended that is be used as a form of polygraph in determining 

trustworthiness. 

While AR/VR technologies are not without challenges, , there are near-term prospects 

that these issues can be surmounted. Consequently, AR/VR tools represent immediate 

opportunities to improve training for security professionals and promote cohesion within the 

profession. Implementing these new opportunities could result in significant efficiencies and 

return on investment. Most importantly, by leveraging these tools to improve screening and 

training, there is a potential for dramatic reductions in security clearance backlogs and in the 

number of days clearances await adjudication. If DoD can embrace AR/VR technologies in these 

processes, it could deliver proactive solutions to neutralize insider threats, improve national 

security and potentially save lives.   
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